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<header class="definition-header">
	<h1 class="definition-title">What is cybersecurity? </h1>
</header>
	
	
	

	<section class="section definition-section" data-menu-title="Definition" id="content-body">
<p>Cybersecurity is the protection of internet-connected systems such as hardware, software and data from cyberthreats. The practice is used by individuals and enterprises to protect against unauthorized access to data centers and other computerized systems.</p> 
<section class="section main-article-chapter" data-menu-title="What are the elements of cybersecurity and how does it work?">
 <h2 class="section-title"><i class="icon" data-icon="1"></i>What are the elements of cybersecurity and how does it work?</h2>
 <p>The cybersecurity field can be broken down into several different sections, the coordination of which within the organization is crucial to the success of a cybersecurity program. These sections include the following:</p>
	
	
	

	<ul class="default-list"> 
  <li><a href="https://www.techtarget.com/searchsoftwarequality/definition/application-security">Application security</a></li> 
  <li><a href="https://www.techtarget.com/searchsecurity/definition/information-security-infosec">Information</a> or <a href="https://www.techtarget.com/searchsecurity/Data-security-guide-Everything-you-need-to-know">data security</a></li> 
  <li>Network security</li> 
	
	
	

	  <li><a href="https://www.techtarget.com/searchdisasterrecovery/definition/disaster-recovery-plan">Disaster recovery</a>/<a href="https://www.techtarget.com/searchdisasterrecovery/definition/business-continuity-action-plan">business continuity planning</a></li> 
  <li><a href="https://www.techtarget.com/searchsecurity/definition/OPSEC-operations-security">Operational security</a></li> 
  <li>Cloud security</li> 
  <li>Critical infrastructure security</li> 
  <li>Physical security</li> 
  <li><a href="https://www.techtarget.com/searchsecurity/post/Cybersecurity-governance-A-path-to-cyber-maturity">End-user education</a></li> 
 </ul>
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	<section class="section main-article-chapter" data-menu-title="What are the different types of cybersecurity threats?">
 <h2 class="section-title"><i class="icon" data-icon="1"></i>What are the different types of cybersecurity threats?</h2>
 <p><a href="https://www.techtarget.com/searchsecurity/tip/6-common-types-of-cyber-attacks-and-how-to-prevent-them">Types of cyberthreats include</a>:</p>
 <ul class="default-list"> 
	
	
	

	  <li><a href="https://www.techtarget.com/searchsecurity/definition/malware"><strong>Malware</strong></a> is a form of malicious software in which any file or program can be used to harm a computer user. Different types of malware include worms, viruses, Trojans and spyware.</li> 
  <li><a href="https://www.techtarget.com/searchsecurity/definition/ransomware"><strong>Ransomware</strong></a> is another type of malware that involves an attacker locking the victim's computer system files -- typically through encryption -- and demanding a payment to decrypt and unlock them.</li>
	
	
	

	  <li><a href="https://www.techtarget.com/searchsecurity/definition/social-engineering"><strong>Social engineering</strong></a> is an attack that relies on human interaction. It tricks users into breaking security procedures to gain sensitive information that is typically protected.</li> 
  <li><a href="https://www.techtarget.com/searchsecurity/definition/phishing"><strong>Phishing</strong></a> is a form of social engineering where fraudulent email or text messages that resemble those from reputable or known sources are sent. Often random attacks, the intent of these messages is to steal sensitive data, such as credit card or login information.</li> 
  <li><a href="https://www.techtarget.com/searchsecurity/definition/spear-phishing"><strong>Spear phishing</strong></a> is a type of phishing that has an intended target user, organization or business.</li> 
	
	
	

	  <li><strong>Insider threats</strong> are security breaches or losses caused by humans -- for example, employees, contractors or customers. Insider threats can be <a href="https://www.techtarget.com/searchsecurity/feature/Insider-threat-vs-insider-risk-Whats-the-difference">malicious or negligent</a> in nature.</li> 
  <li><strong>Distributed denial-of-service (</strong><a href="https://www.techtarget.com/searchsecurity/definition/distributed-denial-of-service-attack"><strong>DDoS</strong></a><strong>) attacks</strong> are those in which multiple systems disrupt the traffic of a targeted system, such as a server, website or other network resource. By flooding the target with messages, connection requests or packets, the attackers can slow the system or crash it, preventing legitimate traffic from using it.</li>
	
	
	

	  <li><strong>Advanced persistent threats (</strong><a href="https://www.techtarget.com/searchsecurity/definition/advanced-persistent-threat-APT"><strong>APTs</strong></a><strong>)</strong> are prolonged targeted attacks in which an attacker infiltrates a network and remains undetected for long periods of time with the aim to steal data.</li> 
  <li><strong>Man-in-the-middle (</strong><a href="https://www.techtarget.com/iotagenda/definition/man-in-the-middle-attack-MitM"><strong>MitM</strong></a><strong>) attacks</strong> are eavesdropping attacks that involve an attacker intercepting and relaying messages between two parties who believe they are communicating with each other.</li> 
 </ul>
	
	
	

	<p>Other common attacks include botnets, drive-by-download attacks, exploit kits, malvertising, vishing, credential stuffing attacks, cross-site scripting (<a href="https://www.techtarget.com/searchsecurity/definition/cross-site-scripting">XSS</a>) attacks, SQL injection attacks, business email compromise (BEC) and zero-day exploits.</p>
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